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Bluestreak is pleased to sponsor the SPAM and ISPs report by Netimperative.

Bluestreak is a technology based interactive marketing company, providing integrated online campaign solutions for companies and agencies who wish to create innovative awareness and lead generation programs that deliver results.

Bluestreak's technology platforms include delivery and tracking solutions for online advertising, search engine optimisation and email marketing.  Bluestreak's integrated tracking capability provides a consistent way to measure post click performance across email, search and advertising channels using the same methodology. On the services side, Bluestreak offers comprehensive strategy, campaign execution and IT consultancy support to deliver customer lead generation and retention programmes for major organizations throughout the world.

Email is one of Bluestreak's core solutions.  The company has worked successfully over a number of years with organisations such as Oxfam, EMAP, Reed Business Information and The Economist to help plan, deliver, track and improve their email initiatives.  Therefore, it is with great interest that Bluestreak sponsors Netimperative's SPAM and ISPs report, which we hope you will find very useful.

For more information on our specific solutions please contact:

eurosaleshelp@bluestreak.com
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Charles Arthur

So-called summits about the problem of spam are a great way to vent spleen. But without any actual spammers attending, we'll achieve nothing, argues Charles Arthur

Spam summits seem to be all the rage at the moment. The UK had one recently in which "European and Asian policymakers" (read: civil servants who advise ministers) got together to talk about how to tackle the growing pain in the server that is email spam. 


And talk. And talk.


This summer there was a "web spam" summit in the US, which aimed to find better ways to tackle the generic problem of link spam.


The latter often appears on blogs with pointers to web sites, often run for affiliate schemes, through which spammers effectively darken the name of above-board companies offering legitimate products.


Ironically, the announcement of the web spam summit itself has a slew of link spam in the comments. “I pretty much figured it would make a great example of the problem to be dealt with,” said Dave Sifry, whose blog it was, and chose to leave it there.


But you know which group was missing from both summits, a glaringly obvious omission?


Yes. Spammers.


Why is that? After all, everyone among the "policymakers" seemed keen to emphasise how awful spam is; one even appeared on Radio 4’s "You and Yours" mouthing bland outrage and furious nothings. I wasn’t convinced he’d make any difference to the problem either way.


Knowing how a spammer works could have. So are spammers (both email and link) so beyond the pale that they can’t even be brought into a public forum?


Consider this. When the police and home security companies want to know how best to protect properties against intruders, they look at how homes are broken into, and the times of day break-ins occur.


But they also talk to career burglars, the people who actually perpetrate the crimes. As burglary is a very common offence, and the law is clear on it, there are plenty of practitioners to interview in prisons.


Similarly, car companies looking to improve vehicle security against theft don’t operate in a vacuum. The huge improvements in lock and immobiliser technology have come partly through getting TWOCers (kids, usually, who "take without owner’s consent") to explain how they’ve done it.


Again, because the offence is pretty common, there are plenty of TWOCers to choose from. Their methods don’t vary that widely. And so cars get harder to nick.


Isn’t that what we want with spam? We need to understand precisely how, and why, people spam. Do they really make mountainous sums?


I’ve been writing about spam for more than a decade (since the newsgroup spam by the lawyers Canter & Siegel), and in that time I’ve spoken to plenty of spammers.


Sometimes you have to be a little inventive to get hold of them, but they’re human; like any of us, they like to talk about themselves and what they do.


Almost uniformly they’re convinced they’re doing something people want, and which isn’t strictly illegal. Certainly not like selling crack cocaine or shooting people.


I can’t believe it’s beyond the wit of these "policymakers" and people who set up spam summits to get in touch with at least one, and invite them to give a talk. In the extreme case, offer them money – we know that’s a motivator.


You could argue that a spammer who’s prepared to address an anti-spam summit is hardly going to be a master criminal.


That’s true, but as with burglars and TWOCers, the methods employed by the stars and the mediocre tend to be the same. All that differs is the extent and determination.


One other thing about spammers: like anyone, they feel money is nice, but what they crave is legitimacy. Perhaps they’re never going to get the latter. But direct marketers need to find a way to get spammers to stop polluting the well of email and the web.


Time-consuming challenge-response systems, angry replies to messages sent to opt-in emails, and the panoply of seemingly random spam-blocking systems used by companies are causing a lot of collateral damage to legitimate online marketers.


With email spam hitting the 80 per cent (or greater) mark, we all need some sort of relief. It’s time to start a real dialogue.


As the author Stephen King points out in his rules for writers, nobody thinks of themselves as the bad guy. Spammers believe they’re doing something right. There’s demand. Nobody dies. 


So a few comments on a blog mention a pharmaceutical, and you’re angry? Have you noticed how many people die each day in Africa without raising your ire?


It’s time to start talking to the spammers, properly. Jaw jaw, after all, is better than war war. 


Unfortunately these two spam summits have been rather more about war than jaw.

LATEST NEWS FROM NETIMPERATIVE

Hotmail to junk messages without Sender ID

Microsoft has incorporated a sender ID security system for Hotmail in a bid to cut down on spam.


Starting in November this year, the software giant will begin alerting Hotmail users when an email cannot be verified using Microsoft's new sender ID technology.


Messages that do not pass the test will automatically be placed in the users junk mail folder.


The sender ID technology works by checking that e-mails originate from the domain from which they claim to have been sent.


The system checks the sending server's address against a registered list of servers that the domain owner has authorized to send e-mail.


In a bid to ensure that legitimate emails to not get blocked, Microsoft is encouraging ISPs and other email operators to publish their sender policy framework (SPF) records.

Web users falling for Phishing bait

Nearly half of all UK Internet users have received “Phishing” spam emails aimed at tricking them into revealing personal information, according to new research.


The YouGov research, commissioned by AOL, also found that around 5% of Web users have lost money through different online scams. These include paying for items ordered online which never arrive and sending money following a request from a fraudulent email.


Phishing emails are often disguised as genuine bank emails, asking recipients to send them personal details such as PIN numbers and account passwords. 


The study found that 1% of respondents had lost money as a result of Phishing alone. Of those, more than half (53%) were not compensated by either their bank or credit card provider. A further 11% are still waiting for compensation, the study found.


Will Smith, safety and security expert at AOL, said: "Phishers are becoming increasingly sophisticated at spoofing legitimate brands and it is often difficult to spot a scam, so it's crucial that people protect themselves.”


However, the study found that the amounts stolen were often small enough to allow the scammers to continue undetected. The average amount stolen was around £50.


A quarter of respondents were not aware that they would be liable for lost money as the result of unwittingly providing their details.


AOL added that scam emails are becoming increasingly sophisticated, often linking users to fake sites disguised as well-known banking brands.


Smith added: "As well as using spam filters and being wary of unsolicited emails, we would advise internet users to check their bank balance regularly and read their bank's terms and conditions, so that they know their rights in case they fall victim to an online scam."

Spam King seeks bankruptcy protection

The war against spammers has taken a significant twist as Scott Richter - self-declared king of the spammers - recently filed for Chapter 11 bankruptcy in the US.


Richter was behind OptInRealBig.com which was responsible for sending billions of spam emails. However, the weight of lawsuits filed against the company has forced it to file for bankruptcy protection, to enable it to continue operating while fighting its legal battles.


One of the biggest litigants against OptInRealBig.com is Microsoft, which itself is suing for damages in the millions.


In December 2003 Microsoft opened legal proceedings against it for violating anti-spam laws.


In its Chapter 11 filing OptInRealBig, which describes itself as a premier internet marketing company, claimed assets of $10m but debts of more than $50m, including the $46m in damages Microsoft is seeking.

VoIP open to spam, or “spit”

First there was “spam”. Now there are fears about “spit” – junk voicemails and other interferences with voice calls made over the internet.


BT, Skype and Hutchison are just some of the companies promoting VoIP (Voice over Internet Protocol) technology which allows users to make voice phone calls through the internet rather than a conventional phone line.


But the National Institute of Standards and Technology, a US government body, has advised organisations planning to use VoIP to “proceed with caution”, and a new industry body, called the VoIP Security Alliance, has been formed to address fears that VoIP is susceptible to spam, or “spit” (spam over internet technology).


Players such as Alcatel and Avaya, Comcast, security technology vendors Qualsys and Symantec, and TippingPoint are some of the groups behind the initiative.


The Alliance hopes to introduce some best practice guidelines for companies operating in this space, and to correct any misconceptions about the technology.

One tenth of spam email is for "chavs"

The Internet is experiencing a phenomenal wave of "chav" spam email thanks to the rise in the chav culture, according to Lycos.co.uk.


Traditional chavs are defined by their love of imitation designer labels and ‘bling’ jewellery, in particular names like Dior, Chanel and Gucci. 


It is luxury brand advertising for these names which is responsible for the four fold increase in filtered spam mail, from 35 million in 2003 to 113 million in 2004. 


Among these unsolicited emails filtered by the Lycos communications portal, 13 million were web advertisements for imitation Rolex watches, the chav’s favourite possession. 


Wessel van Rensburg, email product manager for Lycos UK and Ireland, said: “Luxury brand spam has increased dramatically in the last few months and our team of security experts are constantly finding new ways to adapt to new spamming methods.” 


“For email users who want to avoid the latest phenomenon, we would recommend seeking an email package that has spam filtering software, to combat the problem” he added. 


Chavs themselves need not miss out, as Lycos filtering allows spam to be delivered into a junk inbox, which can be reviewed before the contents are deleted. 


Lycos is the leading European Internet destination, and generates over 2.3 billion page views each month.

Mobile spam on the rise

Mobile spam is set to increase, with eight in ten mobile users receiving some form of unsolicited message on their mobiles, according to a new study.


The report was put together by a consortium representing industry and academia, was released today by the University of St. Gallen, Switzerland, and Intrado subsidiary BMD wireless.


While junk mail is a well-known problem in the Internet and e-mail world, mobile spam will increasingly infect the mobile world, the study concluded.


Eight in ten (80%) mobile phone users surveyed have received unsolicited messages and are more likely to change their operator than their mobile number to fight the problem.


The study found that both consumers and businesses see wireless operator self-regulation as the most important action against unsolicited mobile messages or spam.


Most complaints about mobile spam were directed toward the network operator. In addition, consumers perceived mobile marketing messages from mobile operators as spam.


Meanwhile, both consumers and mobile operators expect mobile spam to become more of a problem in the future. 83% of telecommunications industry respondents perceive mobile spam to be a critical issue today or within the next 1-2 years.


Tom Phillips, government and regulatory affairs officer at the GSM Association said: "Whilst there is no single solution to the mobile spam problem, there are a number of key components to any real solution, including identifying the spammers by rejecting anonymous or spoofed access and making them pay through clear and suitable charging mechanisms."


The study examined differences in the perception of mobile spam issues between consumers and mobile network operators and assessed how well the problem is being managed.


Surveys were carried out with 1,659 consumers and 154 mobile service company professionals. Conducted in November and December 2004, the study included results from Germany, Switzerland, Austria, Canada, the United States, Singapore, China and Saudi Arabia.

Google attack on comment spam could backfire

The war against spam has spread into the world of blogs, as Google announced a new tag to combat the problem.


Spammers have, up to now, been submitting comments to blogs with links in, in an attempt to improve the search rankings of their websites. However, Google - which last year acquired Blogger.com - has been testing a new tag which will ignore links with the attribute (rel="nofollow").


In a statement on the Google website, a spokesperson commented: "This isn't a negative vote for the site where the comment was posted, it's just a way to make sure that spammers get no benefit from abusing public areas like blog comments, trackbacks and refer lists.


MSN Search and Yahoo have both supported the initiative and a number of blog software developers, including Scripting News, Blogger and LiveJournal, have already signed up.


However, the development may not be all good news. Commenting on the announcement Jason Duke, director at SEO company Strange Logic, said: "I speak with professional link spammers daily and most of them are laughing heartily at this announcement. The reality, as they see it, is that this is a PR exercise by the search engines so they are seen to be doing something to combat the problem.


"They know that for this to work people will have to download and install a new version of their blog software and that the majority of blogs out there are started with the best intentions but then left to rot - and gather link spam."


Duke added: "I expect to see a huge increase in blog and forum spam rather than a reduction over the coming months."


Members of the Search Engine Watch Forum have been equally uncertain about the effectiveness of the new tag, with one member going so far as to say the development could "kneecap" the blogging community. Others have renewed the call for blogs to be removed from the main index and hived off into a separate area on Google.

Spam set to rise in 2005

Spam emails are set to rise next year, with legitimate email falling from 12% to 8% of all emails in 2005, according to new research.


The report, from email security provider Postini, said that the spam war will be less about filtering email content, and more about blocking requests by identifying the sender’s IP address.


In 2004, Postini processed 95 billion SMTP requests and blocked over 40% of those requests based on the IP address of the sender before the threats could reach corporate firewalls.


The study also forecast that directory harvest attacks, an attempt by spammers to hijack and steal an enterprise’s email directory to send out spam, will increase 25% while most victims won’t realise they’ve been attacked.


“Phishing”, fraudulent email used to steal the recipient’s identity information, will also rise significantly in 2005, according to the report.


Postini said that connection blocking technology will play an increasingly important role in protecting users from email threats of all types.


Scott Petry, founder and senior vice president of products and engineering at Postini, said: “Content filtering by itself is ineffective. As spammers get more sophisticated, customers like to know they are protected at the connection level.”


This past year saw the amount of legitimate email drop from 22% to just 12%, while viruses rose over the past year from roughly half a percent to one and a half percent according to Postini’s Email Stat Track.


The virus infection average ratio during 2004 was 1 in 67, compared to 2003, when 1 in 200 messages were infected with a virus. Towards the end of the year viruses were infecting 1 in 25 emails.

Brits still tempted by spam

Nearly a quarter of all online UK consumers (23%) have purchased some form of goods or services from a spam email, according to new research.


The study from Forrester research found that more than 90% of UK online consumers receive junk mail. While only 23% of it is read, many users are still buying goods and services advertised in unsolicited emails.


The six country, 6,000 respondent survey, carried out on behalf of the Business Software Alliance, asked users about their attitudes towards unsolicited emails.


In the UK, the most popular goods and services bought from spam were clothes and jewellery (23%), followed by computer software (22%), leisure and travel (20%) and Finance (18%).


Other popular items were education services, adult goods, pharmaceuticals and investment opportunities, which each lured 8% of consumers into making purchases from spam emails.


Mike Newton, BSA spokesperson said: “Many online consumers don’t consider the true motives of spammers. In addition to profiting from selling goods and services and driving click through ad traffic, organised crime rings use spam to gain access to personal information.”


The study also revealed that 37% of people are concerned that spammers will steal personal information and 40% of people feel that spam is harmful to overall online security.


William Plante, senior director of corporate security and fraud protection for Symantec, said: “Consumers need to continue exercising caution and protect themselves from harm with a mixture of spam filters, spyware detection software and sound judgement.”


In another survey on behalf of the BSA, YouGov found that three-quarters (75%) of Brits that purchased counterfeit goods are now deterred from buying fakes in the future because they have had bad experiences.

Spammers fool filters with "blonde" jokes

Spammers have found a new way to get round spam filters, by including "blonde" jokes which are normally passed around as joke emails, a new study has found.


BlackSpider Technologies has identified an increase in the number of unsolicited emails using blonde jokes in the body of emails to evade the detection of self-learning Bayesian filters.


The jokes are included in emails advertising online pharmacy products or pornography sites.


Bayesian analysis will typically recognise them as non-spam as they are usually seen in emails being passed between friends.


The latest spammer technique was identified by BlackSpider's managed email security service which uses a combination of several different filters to stop spam.

Mail Authentication won’t stop spam, say experts

Although email authentication will be widely adopted, it won’t stop the flow of spam, according to a survey of IT security experts by email security services company, BlackSpider Technologies.


66% of senior IT executives, interviewed at Gartner’s European IT Security Summit in London this week, believe that email authentication will become widely used in the near future.


However, 90% do not believe it will stop spam. Half of the respondents believe that all email authentication will achieve is to change the way spam is sent, rather than stopping it.


Almost half of those surveyed (49%) believe that if spam keeps rising at current levels, the email system will become unusable within 10 years, with 33% believing that the system will be rendered useless within one to two years.


Nearly one third of respondents (32%) think Government’s are responsible for stopping spam through legislation, 30% think ISPs should act to stop spam; while 13% believe that spam will never be stopped, despite the industry’s efforts. Just 1% think that Microsoft should assume responsibility for halting spam.


John Cheney, CEO of BlackSpider Technologies, said: “The danger is that the first people who will conform to email authentication will be spammers, who tend to be early adopters. The proposals give organisations a false sense of security that they can identify spam when in fact there is no one silver bullet to doing so.”


BlackSpider Technologies’ own analysis from the millions of emails it scans each day indicates that spam levels are currently running at 67% of all emails; up from 63% the previous month.


The company surveyed 150 of Europe’s senior IT executives and security experts attending Gartner’s IT Security Summit in London, 21-22 September.

US fails to can spam

Nearly a half of all junk email originates from the US, according to a new report from anti-virus firm Sophos.


Researchers scanned all spam messages received at its global network in the last month. The US topped the list, being responsible for exporting 43% of all spam.


South Korea and China were also popular origins, accounting for 15% and 12% of all spam respectively. The UK was the 10th most frequent origin for junk mail senders, with 1% of the total.


"When we released the first report back in February, the US had the excuse that the CAN-SPAM act had been in existence for only three months," said Chris Kraft, senior security analyst at Sophos. "Six months and millions of spam messages later, it is quite evident that that the CAN-SPAM legislation has made very little headway in damming the flood of spam. If nine months isn't long enough to make a significant difference, how long is?"


Kraft also warned of the increasing threat of ‘zombie computers’- PCs that have been hijacked by virus writers. "These zombies are sending out approximately 40% of the world's spam," he said.


Sophos recommends that users should avoid purchasing anything that is advertised via spam, and to use anti-virus software.


Last week, a group of UK ISPs belonging to the London Internet Exchange (LINX) agreed to tackle e-commerce websites run by spammers, in an attempt to remove the financial incentive to send junk emails.


This initiative tackles spammers who host their e-commerce web sites with a reputable ISP while sending spam from another network. ISPs’ anti-spam policies will now also target web site owners even when the site owner uses a third party to send the spam itself.

ISP’s declare war against spam

A group of UK Internet service providers (ISPs) have agreed to tackle e-commerce websites run by spammers, in an attempt to remove the financial incentive to send junk emails.


The decision to extend the battle against spam onto web sites was taken by ISPs belonging to the London Internet Exchange (LINX), which handles more than 90% of the UK’s Internet traffic.


LINX has 50 members, including most major ISPs operating in the UK plus others from continental Europe, the USA and Asia.


This initiative tackles spammers who host their e-commerce web sites with a reputable ISP while sending spam from another network. ISPs’ anti-spam policies will now also target web site owners even when the site owner uses a third party to send the spam itself.


LINX is also calling on ISPs to take down web sites used to sell spamming tools, such as CD-ROMs containing millions of illegally-collected e-mail addresses.


LINX regulation officer Malcolm Hutty said: “This represents an ever tougher approach to spammers. ISPs are not just trying to avoid their own users sending spam, we want to put the spammers out of business altogether.


Many UK ISPs already close spamvertised web sites under their terms of service.


However, because most spamvertised web sites are hosted in the overseas countries where the spam also originates, the success of this new initiative depends on LINX pressuring ISPs overseas into adopting more rigorous practices.


“The vast majority of spam now originates outside Europe but this new initiative by LINX members will help to make life more difficult for spammers,” Hutty added.

Ex-AOL man jailed for e-mail scam

A former AOL employee has been sentenced to 15 months in prison for selling members' details to spammers.


American Jason Smathers, 25, said he turned into a "cyberspace outlaw" after selling the database of 92 million screen names and e-mail addresses.


As a result of his actions in 2003, about seven billion unsolicited spam e-mails flooded inboxes of AOL members.


Mr Smathers admitted accepting $28,000 (£15,515) from an individual for the list of AOL member details. The details are still thought to be circulating amongst spammer rings.


The US CAN-Spam legislation (Controlling the Assault of Non-Solicited Pornography and Marketing Act) was introduced in the US in January 2004.


The US and UK laws to control spam have been criticised as ineffective. Some legal action in the US has had to be brought against individuals or groups using local state laws instead.


Spammer Jeremy Jaynes was recently sentenced in Virginia, where there are tough anti-spam laws, to nine years in prison for sending 10 million junk e-mails daily.


But unsolicited e-mails in the US rose by 10% after the introduction of its anti-spam laws.


The majority of spam originates outside of Europe, from the Americas in particular. UK spammers account for less than two percent of all junk e-mails sent.


The anti-spam campaign group, Spamhaus, estimates that by summer 2006 spam will account for 95% of all e-mails sent. It said that spam would not stop until the US acts to toughen its laws.


Loopholes in UK law mean legislation is ineffective in the fight against spammers, according to Spamhaus.


Since UK anti-spam laws came into force more than a year ago no UK spammers have been fined or prosecuted.

Microsoft in $7m spam settlement

Millions of spam messages clog up email boxes every year


US software giant Microsoft has won a $7m (£3.9m) court settlement from a businessman considered to be one of the world's biggest senders of spam e-mail.


Scott Richter agreed to pay the sum after Microsoft filed a lawsuit against his internet firm Opt In Real Big.


Microsoft alleged Opt In Real Big had sent millions of unsolicited commercial e-mails, using forged sender names and false subject lines.


Mr Richter denied any wrongdoing, but said his firm's operations had changed.


'Heavy price'


Microsoft had estimated that Mr Richter's business was sending 38 million spam messages a year.


The software giant said the court settlement was a major step in its battle against spam e-mails, which are notorious for clogging up e-mail inboxes.


As a result of joint lawsuits filed in 2003 by Microsoft and New York State attorney general Eliot Spitzer, Mr Richter pledged he would now only send spam e-mails to people who had confirmed they were willing to receive them.


Opt In Real Big describes itself as the US's "fastest growing online marketing company."


In a statement released through Microsoft, Mr Richter said: "In response to Microsoft's and the New York attorney general's lawsuits, we made significant changes to OptInRealBig.com's emailing practices and have paid a heavy price."



Microsoft said it planned to use the money from Mr Richter and Opt In Real Big to further boost its campaign against e-mail spammers.

STATISTICS

Virgin.net reveals spam stats

UK ISP, Virgin.net has launched a service to provide details containing the company's latest spam and virus statistics.


The UK's fifth largest consumer ISP will release figures on a monthly basis tracking the number of spam emails and viruses stopped by its new email protection service, which the company launched in June to help reduce the amount of junk emails being delivered to its customers.


According to results from July, Virgin.net is stopping 1.453 million spam emails and 15,526 viruses every day, while the top 5 spam topics include: products (25%), email offering or advertising general goods and services, financial (18%), containing references or offers related to money, the stock market or other financial "opportunities', adult (15%), containing products or services intended for persons above the age of 18, often offensive or inappropriate, scams (9%), email recognized as fraudulent, intentionally misguiding, or known to result in fraudulent activity on the part of the sender, and health with 8%, offering or advertising health-related products and services via email.


According to Virgin.net, the new service is available to all its customers and comes as standard with all three of its Internet access options: Pay As You Go, 24seven and Broadband.


Virgin.net, a joint venture between The Virgin Group and NTL, and has signed several distribution deals with UK retailers including Safeway, STA Travel, TM Retail, Robert Dyas, Global Video, Apollo Home Entertainment and Virgin Megastores.

Spam attacks up by 500%, says survey

Worldwide spam attacks have increased by five times in the last twelve months, according to technology provider Brightmail.


The anti-spam company's latest figures, measured by its Probe network of decoy email inboxes, show that 4,825,144 attacks were made in June this year, an increase of 138,161 from May.


The figures reflect a rapid upward trend in unsolicited electronic messages sent over the past year.


In December 2001, 1,969,041 attacks were caught by the company, while 879,253 were recorded last June - an increase of about 500% in the previous twelve months.


Of those monitored by the company last month, 27% of messages contained adverts for goods or products and 20% related to money, the stock market or other "financial opportunities."


Spam advertising internet-related products made up 13%, while 8% of messages contained adult offerings.


Brightmail EMEA director of sales Gert Veendal said the figures showed that the market for spammers was still growing, and that further increases are likely as mobile internet becomes more popular and email use increases.


He also claimed that the impact of the recent EU spam directive would be limited: "The main amount of spam that we see in Europe is being generated from outside the EU."

Net criminals 'customise' attacks

Criminal gangs have become more astute in phishing attacks


Net criminals and hackers are increasingly targeting their attacks at specific organisations, research shows.


Worst hit, according to a worldwide survey by IBM, are government departments, financial services, manufacturing and healthcare.


Of the 237 million security attacks in the first half of 2005, 137 million were aimed at these four areas.


Spam is becoming less attractive as criminals focus on fraud, identity theft and extortion.


This has meant a decrease in the ratio of spam to legitimate e-mail from 83% in January to 67% in June.


In the first half of the year, IBM's Global Business Security Index recorded 35 million phishing attacks, where criminals try to trick people into handing over confidential data.


WHERE THE ATTACKS STRIKE


Government - 54 million


Manufacturing - 36 million


Financial Services - 34 million


Healthcare - 17 million


Source: IBM Global Business Security Index


Highly targeted and co-ordinated attacks on a specific organisation, known as spear phishing, increased more than ten-fold since January.


While spam seems to be on the decline, viruses are definitely not. According to IBM, the January average of one in every 52 e-mails infected with some sort of malicious security threat has risen to one in every 28 by June.


The index found that the US remains the most common source of attacks, with a total of 12 million over the six month period looked at.


New Zealand was, perhaps surprisingly, second with 1.2 million attacks, followed by China with one million.

THE PERSONAL COST OF SPAM: 
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Paul Wouters's (paul@xtdnet.nl) personal spam statistics 1997-2004
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Spam pays:

A graph showing anonymous visitors to porn sites since they started advertising using spam

The Top 10 ISPs for spam?

According to spamhaus.org, spam continues to plague the Internet because a small number of large Internet Service Providers sell service knowingly to professional spammers for profit, or do nothing to prevent spammers operating from their networks.


Although all networks claim to be anti-spam, some network executives factor revenue made from hosting known spam gangs into corporate policy decisions to continue to sell services to spam operations. Others simply decide that closing the holes in their end-user broadband systems that allow spammers access would be too costly to their bottom lines.


The majority of the world's service providers succeed in keeping spammers off their networks and work to maintain an anti-spam reputation, but their work is undermined by the few networks who choose to be part of the problem.

The 10 Worst Spam Service ISPs
12 September 2005


1

mci.com



2

sbc.com



3

vnn.vn



4

comcast.net



5

xo.com




6

level3.net



7

interbusiness.it



8

dacom.co.kr



9

tfn.net.tw



10

rr.com

According to Spamhaus.org, Most of the world suffers from the spam problem. However, some countries do little to deter spammers from operating within their borders. These countries become safe havens for the spam operations that plague everyone else, including their own nationals.


Countries with the highest number of spammers operating within their networks are usually those with poor or non-existent spam laws.


The world's worst Spam Haven countries today are:

The 10 Worst Spam Origin Countries


1

United States


2

China


3

South Korea


4

Russia


5

Taiwan


6

Japan


7

Canada


8

Brazil


9

United Kingdom


10

Hong Kong

Email marketing set to grow

Email marketing in the UK is set to enjoy strong growth this year thanks to rising demand and a move to third party solutions rather than in-house systems.


Researchers from E-consultancy believe the UK market will grow 25 per cent from £120m in 2004 to £148m this year. This growth is despite price pressure on basic delivery services.


Strong demand from eccommerce firms, media and publishing, financial services, technology and travel and leisure companies will help grow the market. Although there is price pressure on basic services, providers are increasingly offering additional services like strategy and copy writing.


The number of players is expected to shrink this year as US firms look for acquisition targets and existing European players decide to consolidate rather than compete in an increasingly commoditised market.

How to make your email marketing NOT look like spam – 10 top tips


Getting your email through to your recipient’s inbox is the latest challenge facing email marketers. ISP’s are becoming more ruthless but with a few simple steps you can ensure your campaigns reach their intended destination.

1) “Whitelist” your email servers


Many ISP’s are now giving legitimate permission based email marketers the opportunity to join their ‘safe’ list of email senders. This will guarantee your email gets through to your recipients at that ISP. If you are using a web-based tool or an email broadcaster ask them what steps they have taken to achieve this accreditation. If you have an in-house system explore the web pages of the major ISP’s for white list details.

2) Analyse your bounce messages and clean your list


One of the methods ISP’s use to determine whether the sender is a spammer or not is the amount of invalid addresses they are sending to at a particular domain. AOL in particular utilises this method.


Remove all bounces that are a result of gone-always or bad addresses to stay clean. To do this you must have a broadcasting solution that provides reports on bounced email addresses and why the email bounced otherwise you will not be able to accurately process the bad emails.

3) Use content checking software


Specialist software tools are available for checking your email against specific rules to give you a Spam score. The higher the score the more likely your email will be picked up as Spam by ISP’s. These tools give you an opportunity to correct the email before it is sent.

4) Record the opt-in process


Independent SPAM bodies such as Spamcop heavily influence whether your server becomes blacklisted. When Spamcop receives reports of Spam from your servers they will send you an alert email. To avoid potentially becoming blacklisted you must reply with the details of when the recipient opted in. This process is likely to become more common in the future so it is important to try and standardise the opt-in process across the company and record this is a single database to enable you to respond quicker.

5) Split large mailings into batches


For high volume consumer mailings (50K + emails) there is the potential for your email not to be delivered simply because of the number of emails you are trying to deliver to a particular ISP simultaneously. Hotmail in particular uses this method of determining if an email is Spam when they receive at least several thousand emails simultaneously. There are two options for marketers in this instance. Firstly they can split the email into a several batches. Secondly they can run their campaign over several different servers.

6) Check your provider at Spamcop


Ask your current provider for the IP address that they send your emails from. You can check this against www.spamcop.net or other similar Spam blacklist sites which many ISP’s and corporates use to filter incoming email.

7) From address and origination statement


The ‘From’ name and address are the most important things in getting your email opened and recognised by recipients. However if they do not recognise the ‘From’ address then you will increase the chances of your message being reported as Spam. This is also why it is important to place an origination statement in every email for those recipients that have forgotten they have opted-in. If you remind them it is not an unsolicited email then they almost certainly will not click on the ‘Report as Spam’ button.

8) Test every campaign


Each ISP is changing the way they classify email as Spam all of the time. Create yourself several test accounts with the major ISP’s such as Hotmail and Yahoo and turn on the Spam filters. When you send your test emails to these accounts you will immediately identify any issues if your email lands in the junk email folder. From then on it is a case of narrowing down what it could be. To do this remove paragraphs of text one-by-one until you find the offending areas and then analyse which words or phrases need changing.

9) Get a dedicated IP address or in-house software


If you are sending over 50,000 emails a month it is worth ensuring you have a dedicated IP address. This ensures you are in complete control of what is sent via the IP address and therefore can ensure no ‘high-risk’ mailings are sent which could cause your IP address to be blocked.


An alternative to this is to deploy an in-house software solution such as Maxemail inHouse. This would automatically give you a dedicated IP address. Additional benefits of this method are the cost savings you would make on your email delivery charges and the fact that your server and software would be 100% focussed on processing your emails rather than placing your emails in a queue with other organisations campaigns.

10) Unsubscribe process


There is nothing more likely to get recipients pressing the Spam button than an unsubscribe function that is not working or when a recipient receives an email after opting out. Ensure that you use a foolproof system that works immediately.


(Contributed by emailcenteruk.com)
